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CYBER SECURITY

GERTVOTE ELEGTRONIG VOTING SOLUTION

@ SHORT DESCRIPTION

Gertvote 1S a secure and Simple platrorm which allows electronic voting to take place exclusively or along with In-person voting (Electronic and/
0r Paper] and postal voting. AS It s possible to vote simultaneously on the Internet, in person or by post, voters may access to the elections more
gasily and exercise their rignt to vote confidentially and securely. With Gertvote, participations in elections can be increased and reability in polls
can be ensured.

multicerl

@ INNOVATIVE FEATURES

Sensitive data stored in dedicated GWDIOQ[&DHIG nardware, nnn-exportanle; . Multifactor authentication;
« M-0f-nscheme for secure and reliable secret sharing hetween voting . Automated countina;
committee memoers; . WeD back-office fnraﬂministrationandoperatiun;
. Customizanble ballots - IUQU, UDIIUHS,IBXI; « Multilingual;
« Auditlogs; . SUDDUTIHHEIUIUHGIS.
MAIN APPLICATIONS
. Professional assoclations; . Governments;
. FInancial institutions & banks; « SPOrtS clubs.
- Political parties;

- (ieneral assemolies:
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CYBER SECURITY

GIBER-SEGURITY

@ SHORT DESCRIPTION

Telecom Cyber-security I a subscription based service that enanles the costumer to nave the awarness of presence of malware on nis
INTrastructure.
Ine Service provides a dashboard with the history of Malware events and real-time alerts or new Ireatns.

-l
BV IP Telecom

@ INNOVATIVE FEATURES

- Detects any thype or malware {including Ransomware) on any device type or - Gompletely passive solution;
operating system in any location of the World: - Detection method based on benavior analysis;
- No hardware or sortware IS Installed on the costumer Site: - NoTalse positives.

MAIN APPLICATIONS

Aeal-time Malware detection.;
- Fasterremediation based on active awareness of the Inreat;
- (omplementary protection for Ongite Firewall and Anti-virus products.

Co-funded by:
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CYBER SECURITY

EIDAS QUALIFIED GERTIFIGATES

@ SHORT DESCRIPTION

BIDAS CetiTicates are advanced aigital certificates provided by multicert. Multicertis the first private Portuguese Gertirication Authority accredited
py the Portuguese National Supervisory Body (GNS) to the ssuance of Qualified Digital Gertiricates.
Multicert, ssues elDAS-ready qualified certificates for persons, as well as electronic seals ror companies and organizations.

multicerl

@ INNOVATIVE FEATURES

Jualified certificates elDAS-ready; - EXpress 1ssuance: qualified in certificates in 1ess than1hour;
- (Qualified timestamps: - Online registration: fill-in the web torm and pay online, for your best
- TL5/55L CertiTcates; CONnvenience;
- (0de-signing certificates. - USerarea: manage your certificates online;

- Long termvaliaation archival.

MAIN APPLICATIONS

- Digital signature; - [rusted date/time ot signature;
- Authentication; - Long termvaliaation or electronic documents (> years).
- Encryption;

Co-funded by:
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CYBER SECURITY o~
Raltices labs

@ SHORT DESCRIPTION

IAM gnables organizations to Increase Security when exposing Sensitive applications and data regardless of whether they are hosted in Gloud or
on-premises. A comprenensive and complete |dM solution that enables Single Sign-on, federated identity management, mobile identity and API
SeCUrity, auditing, entitlement and social identity integration.

@ INNOVATIVE FEATURES

AMhelps organizations to rapidly comply with requlatory and Security rules, Dy providing comprenensive report and auditing tools.
rUrthermore, [AM Increases agility and reduces operational costs by extending legacy application value, reducing the helpdesk requests related with user’s
management.

MAIN APPLICATIONS

- Manage external users (1.6. customers, partners); - oecure externalized APIS (i.6. BYOD scenarios);
- Manage internal users (1.. employees); - Gomply with requlatory mandates.

Co-funded by:
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CYBER SECURITY

MPKI

Q SHORT DESCRIPTION
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@ INNOVATIVE FEATURES

‘ MAIN APPLICATIONS
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multicert

solutions thatincluae not only the
IIES.
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6 PKI work teams through ini

- EIBCTroNIC passport;
- National elD;
» ROOTCA.

Co-funded by:

BNSIVe Training programs and expert

on: tull setincluding policies, manuals, diagrams, procedures,

- (onsultancy: requirements analysis and solution design; - Documentatl

- Development: customize our products to Specific needs; forms and inventory;

- Provisioning: select, scale and provide IT InTrastructure ot Servers, HsMs, - [raining: hands-on, ensure the necessary know-how transter;
16Twork equipment; - Maintenance: preventive, corrective, evolutive.

- [nstallation: configuration, installation, Setup;
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CYBER SECURITY

MVAULI

Q SHORT DESCRIPTION

WVaultis anadvanced service rorintormation sharing and preservations. With the increasing dematerialisation orprocesses and documents,
[twas necessary to rethink the concept or “vault™, by Introducing the “digital™ element.

[ninking about this solution notonly as a pure and simple vault, but also as a secure tool, IL1S possible to keep information undisclosed,
implement collaborative processes to work and distribute intormation among duly accredited and authorized users.

Mmulticert

@ INNOVATIVE FEATURES

shared access control: Access to information stored (n the Digital vaultIs . Strong authentication credentials: Access to the Digital Vault requires a
reserved exclusively to authorized parties and In accordance with the cryptograunictoken, Which further increases authentication;
defined rules, Including m-of-nrules (M authorized users from a total o [Nteqrity: Guarantee that the information stored (n the Digital VaultIs
universe of N USETS, where M<NJ; Certiried and IS not tampered with.
MAIN APPLICATIONS
« S0UTCe code escrow; « WillIS;
. Jocument archive for notaries and law firms; . \irtual data room.

Co-funded by:
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CYBER SECURITY /\\
A

DOGN/EDIS
TRUSTABLE SOLUTIONS

PORTOLAN
Q SHORT DESCRIPTION

ortolan Is a truly integrable enterprise security intelligence (ESI) platform, [T 1S Source Independent, It has various correlation approaches and Is proactive
Incident mitigation oriented. Like 1tS homonym., Tirst globe map ever created, Portolan nelps Steering an organization from danger towards Success.
jeing leveraged by real-time and cognitive analysis engines, Portolan becomes the most full-capable cyber intelligence platrorm for an eriective incident
8sponse. Gapable ot analysis rocused notonly in organizations but also on people, Portolan presents Itselt as a scalable platrorm that provides decision
support for cyber security and cyber derense, based on OSINT, web, social networks, deep web and dark web monitoring.

(s ]

@ INNOVATIVE FEATURES

- [ntegration, Independence and Pro-activity: - S0UTCe Independent on heterogeneous sources (ex: Social Media,

- [ntegration Wlth modular design allows the platrorm to adjust the IRC Networks, Monitoring systems);
technological evolution and adapts to various types ot existing platrorms - Pro-activity with IT's goal to prevent Security Incidents through intelligence
and protocols; signals Interpretation.

‘ MAIN APPLICATIONS

- Abuse Ghannel automation ; - Advanced/Expert Event Tagging; - Automation and prioritization of cyber intelligence
- |0GS gathering and correlation; - Security Advisories Handling; distribution;

- dltuation Awareness: - Hacktivism monitoring; - Stream-pot;

- Vulnerability exposure; - Advanced Event Gorrelation and Alarmistic; - WeD-Dashboards.

- Stream/Real-time Support; - Standard Incident Taxonomys

Co-funded by:
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CYBER SECURITY

SEGURITY SERVIGES

@ SHORT DESCRIPTION

S6CUTITY Servicies provided by NOS allow to deliver centralized Security as a Service, aggregating several cyber-attack mitigation so-
utions and giving the Gorporate client the opportunity to choose the protection It may fit their needs.

@ INNOVATIVE FEATURES

- Availability or several centralized Solutions were the client may choose what - Total alignment with other Telco services from NOS.
11S DETIer to their business needs and have total independence on their
SeCUrIty management;

MAIN APPLICATIONS

NOS Security services can be used n any applications which requires cenrtralized security solutions.

Co-funded by:
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CYBER SECURITY o~

altice«.labs

SEGURA

‘:'smmnmwmmmN

SEGURA IS an electronic security system which allows access control, remote security management, integrated alarm management
and real time events.

‘E’.NMNMWEHMNES

- OEGURAIS an integrated system that combines autonomous hardware control units and a Gentral Management system;
- (LIS anendtoend solution enabling Scenarios ranging from the straight rorward access control to complex alarm and threat detection;
- Being scalanle and flexible, It 18 ideal for small orfice as well nas large enterprises with hundreds of buildings.

Q@)anAwmmmmw

- [nfrastructure Managers; - 0IT8 SecUrity Managers.
- Hardware Installers, access control operators and Security professionals;

Co-funded by:
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OPEN SOURCE

GITIBRAIN

@ SHORT DESCRIPTION

Itibrainis a consortiumwhich specialises in smart solutions tor today’s cities. Its main purpose 1 to create aesirable and livable places, bringing
together cities and citizens to Improve metropolitan [ife. Greativity, knowledge and innovation are at the core of GItibrain’s Strategy.
:'UCHV, S Tocused on growth Initiatives - Future Internet and smart Gities - keeping global environment and urban litestyle in mind.

Ne pla_tmrm provides Tn_ﬂ Medns 0r GONVETGENCE dCross ditrerent [IBVIC_BS and connectivity management solutions, Tocusing on Setting up and
managing use cases easily and ina unitied way, via cloud-based mechanisms.

ubiwhere

@ INNOVATIVE FEATURES

- [he platrorm focuses on Open Data formats for Interoperanility and on - ThiS allows for cloud-oriented Big Data services to be implemented on top of
adopting M2M service standards to integrate with third-party platforms and BXISTINg or newly aeployed sSmart cities.
USE CAsES.

ud) MAIN APPLICATIONS

- omart parking;
- dmarttraffic management;
- dmartenvironmental quality;

- dmart bike sharing;
T8ignal monitoring;
- omart 10T network.

- dmartwaste and water management;
1Gara;
- dmartvending machine:
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@ SHORT DESCRIPTION
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Www.quidgest.com [ Carlos Costa
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%
“ IpN INSTITUTO PEDRO NUNES

Genio s a platform for rapid development of comprenensive information systems, combining model-based development with automatic code

generationin ditferent programming languages such as MVG, Web services, HIML a or G#, among others.

@ INNOVATIVE FEATURES

- 16NI0 combines technological Independence, code standardization and - pased onlr
platiorm. Jevelopment methoc

quick delivery In multiple open technologies using a single

) MAIN APPLIGATIONS

- oNorttime-to-market management solutions; -+ HigN
- Rapid Technologically Updating of Obsolete qual
Applications: [630U
-+ 30]Ut

. | o " :
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c V t c e t fe Management
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6 Time comparing with standard software development

y competitive solutions getting highest

|ty Ssoftware developmentwith1/10 0

[GES;

fthe

long that requires permanent upgradings

Co-funded by:

- Management solutions ror unique/exclusive
DUSINGSS 1SSUBS;

- Smartsourcing services (Qutsourcing software
development services with 1/10 of people required).
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OPEN SOURCE .
- ARTicA
GYRO

Q SHORT DESCRIPTION

3Yr0 18 a native [nternet of Things robotics platrorm tor edutainment market. [T 1ills the needs of curious minds looking torenjoyable ways to learn
)hysical computing to Interact with the physical world.
hyro was developed by a small multi-disciplinary team ot experienced proressionals developing interactive technologies, building educational
000TS, prototyping hardware solutions and giving worksnops.

>
=

@ INNOVATIVE FEATURES

- (yro consists of a platform that combines Software and hardware, reatured - [he robot and all the added physical components, materialize the apps and
to provide a technology ennanced experience of physical computing; programs of the mobile device Into our physical world.

u) MAIN APPLICATIONS

- [6chnology literacy platform; - tducational robotics:
- Hands on creative robotics; - GUrious minas.

Co-funded by:
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OPEN SOURCE

LINUX CAIXA MAGICA

@ SHORT DESCRIPTION

16 Linux Caixa Magica IS the most popular Portuguese Linux distribution, aiming to promote and mobilize the open Source community around its
ISetul services and applications.
{was mostly targeted to Portuguese or people who [ive and use Portuguese services, but It may be found interesting ror others as well.

Caixa Magica

@ INNOVATIVE FEATURES

- POrtuguese customisations: - Development environments;
- OBIVICes and applications: . Annl_‘catiuns thatare integrated with Portuguese Institutions and public
SEIVIGES.

) MAIN APPLICATIONS

This productIs really meant to be very broad-purposed, but Its main advantages come with the integration with Portuguese public Services and applications.

Co-funded by:
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OPEN SOURCE

MIDDLEWARE GG

@ SHORT DESCRIPTION

fne Midaleware GG (Cartao de Gidadao) allows different applications and services to be able to take advantages of the functionalities provided by
the current electronic chip-based ID cards In Portugal.

Caixa Magica

@ INNOVATIVE FEATURES

[nIs midaleware 1S most userul ror eldentity and esignature, allowing the interconnection to the public services and the ability to perform digital signature.

MAIN APPLICATIONS

fhe applications or this product are relevant in all Services which require authentication or validation ot identity through a secure and trustworthy entity.

Co-funded by:
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OPEN SOURCE

0ST ONESTOPTRANSPORT

@ SHORT DESCRIPTION

[ne 08T platform IS a digital platrorm tor sharing Open Data information, applications and services oriented to the mobility area. It purports, and
allows, 10:
- Facllitate the creation of a transport ecosystems

- Gollect static and dynamic Information from partner suppliers, namely monility operators, by using international recommended standards - GIFs,
[F3-realtime, DATEX2 2.0 and POI W3G;

- F0Ster the development, by third parties, of applications and mobility services based on data from the platiorm. The platiorm has been
successtully developed and tested in the scope ot the Mobilizing TIGE.Mobilidade project.

%
“ IpN INSTITUTO PEDRO NUNES

oD CJ

fhe plattorm congsISts of three difrerent and complementary areas, which - The Partner entities Area containg the intormation provided by the partners,
promote the establisnment of a mobility ecosystem: Which enanles the platrorm usage;
- Ihe Applications Area works as a Web Store, where the applications - The Developers Area IS Intended to Support the development of applications.

(eveloped by partners are available ror free;

ud) MAIN APPLIGATIONS

- fosterthe availability and use ot open data - fFosterthe development of applications and mobility services based on data pro-
- Encourage the civil and academic communities to contribute with data and In- vided Dy third parties;
novative and comprenensive applications / Srvices: - fFosterthe commercialization of mobility Services.

Co-funded by:
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M

MEDIAPRIMER

OPEN SOURCE

PRIMERCGOG

Q SHORT DESCRIPTION

)rimerG0G 1S a Web-pased platrorm with a Solid Scientific background, suited to the healthy ageing of seniors and to their needs tor stimulation,
maintenance, monitoring and renabilitation with respect to a number of neurodegenerative pathologies that arrect the BlCBHV. [ Targets two user
)rofiles: the nealthy profile (cognitively healthy older adults) and the mild profile (individuals with @ medical diagnosis ot neurodegenerative
1136436, 8.0. mild cognitive Impairment and Alzheimer’s disease) and ofiers a Series of activities targeted at occupational health that are geared
{0 cognitive training of the memory, attention, executive runctions, language and visual-spatial ability.
)rimerG0G has recelved form the Genter ror Neuroscience and Gell B'U|UUV [GNG) ot the University of Goimbra all the Scientific Support necessary to
guarantee the scientific quality or the platrorm.

INNOVATIVE FEATURES
- [he design and development of primerG0G have been performed by a wide - primerG0G Sets out to be a useful tool for mental health specialists,
{eam ot professionals of neurosciences and experts in design, user pSychologists, psychoanalysts and other protessionals on applying
INterfaces, User experiences, Information technology, benavioural analysis, therapeutic intervention programs for cognitive renabilitation or
analysis of experiments using [T systems, usability and accessinility. maintenance.

) MAIN APPLICATIONS

- Pllotand demonstration projects: Test primerG0G with all uSer groups to assess - Prlot projects - clinical validation: Assess the clinical etfect ot primerc0G
the lite quality Improvement arter using primerG0G and the adaptanility of and to provide indicators as to the erricacy ot primerGOG In Improving It
)rimerG0G to difrerent cultural ana social environments: USBrs and in Its proactive eTrect on cognitive decling.

Co-funded by:
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M

MEDIAPRIMER

OPEN SOURCE

PRIMERGORE

Q SHORT DESCRIPTION

fhe primerGORE platform supports the creation of vertical solutions aﬂa[ted {0 the Integrated management o georeferenced assets information
WIth operational Information related to processes, ror several realms ot activity (heritage assets, public sanitation, energy, street lighting...).
fnese solutions can Include automated processes to access information handled by third DHTTIBS Systems and the installation or new remote

Monitori N and control SVSTBF]S._DTI merGORE 1S available in a Single work environment that IS INtuItive and ergonomic, promotes integration of
automatic processes, and the erriciency or management processes.
I
I

ImerGORE promotes the solving o problems Stemming from the proliteration of solutions: nerricient access to useful and timely intormation,
‘oblems accessing and sharing intormation and knowledge, and ditriculty In using perrormance indicators.

@ INNOVATIVE FEATURES

- Distributed architecture based onopen source solutions: relational database - Single Intuitive and ergonomic work environment able to access all the
PoStgresqL, with the extension PostGls, Elasticsearch and Neo4j; Information.
. Singleandaqgregatordatamdelanletosupporteﬂeciiveintegratedmanagement;

) MAIN APPLICATIONS

- primerSMART.GITIES: Integrated management of local authority Intormation;
- primerAQUA: Integrated management or water and sanitation systems:
- PrimerASSEIS: Integrated management ot any Kind 01 as$ets;

- primerPUBLIC.LIGHTING: Integrated management of municipal tregt lighting Systems:
- primereXTRAGT: Integrated management of extraction/mining of natural
00UCTS;

- primerAGRO: Integrated management o1 farms.

D Ny GEEED Sy GEEED RNy GHEED )
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000

Intelligent Sensing
Anywhere

OPEN SOURCE

REMOTE MONITORING SOLUTIONS

@ SHORT DESCRIPTION

fhe complextechnology and advanced engineering systems developed by ISA allow Tuel distributors can remotely monitor the Ievel of the tanks to avol
StocK ruptures. Inorder to offer this customer service, ISA has haraware such as ¢.L0g, ISA core product. ¢.L0d IS @ multi-purpose autonomous remot
management system that provides data [ogging, automatic meter and dial reading and alarm triggering, and that can operate In extreme temperatur
Bnvironments, even in submerged ice and abnormal treezing conditions. The data collected by ¢.L0q IS Saved In a cloud Server, in order to be accessin
Dy [SA own Software apps or integrated Into [SA customers ERP

@ INNOVATIVE FEATURES

[ne technology Incorporated on remote management equipment of [SA allows data recording, automatic meter readings and sending alarms via GSM/SMS. ISA
also used the GOMA on US, which allow @ number ot innovative Services that no other technology provides. Nowadays, ISA IS exploring new technologies such
as oI0FoX, LR, 4&aG. ISA product has as main features an installation in [ess than a minutes, digital inputs, configurable alarms, maintenance-iree and a
sortware Integration with ERP

MAIN APPLICATIONS

- [SA products have multiple applications: a remote tank level monitoring - [SA has also an_a_Jtnmat'c meter reading solution that J_TUVIUBS {0 [3A
solution that provide to ISA customers the capacity to plan their aeliveries customers the ability to ﬂ_BfBG’[ Meter fraud and at the same time TB_[]LIGB the
Uptront, reduce the number 0T trips and avoid run-outs of their customers. overall cost of meter readings. Ao, bottle banks status can be monitored by

a 0as cylinder solutions.

e )
Ch Cb Cb <
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@
®)X@® HAsLab

INESC

OPEN SOURCE

SAFEGLOUD PHOTOS

@ SHORT DESCRIPTION

oafeCloud Photos IS @ powertul photograpny mobile application that not only allows to take beautitul pnotos but also guarantees that they stay private
at all times.

With SafeCloud, each photo I$ transtormed and stored in several clouds in such a way that any of those clouds, individually, IS not able to access the
photo. Onlythe usercan recover the photo and actually see it.The app was developed by the R&D unit HASLaD, which integrates INESC TEC, and IT1S part of
d Major European project - safecloud.

@ INNOVATIVE FEATURES

- [TUses atleasttwo different Storage Services to Store photos, garanteeing - [Twill'sync to the user devices automatically. Only the user devices will be
thatonly the user can access them. The USer no longer dependes only on a anle to download the photos and he can Install SafeGloud photos in all of
S10rage service and takes advantage of the existing Services to safely store them.
1S photos;

ud) MAIN APPLICATIONS

oafeCloud s available for free tor [0S and Android and be used by anyone who values great photos and safety.
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OPEN SOURCE

S00MA BUSINESS EMAIL

@ SHORT DESCRIPTION

500ma proviaes a secure cloud based email solution, provisioning a fully dressed reliable platrorm ror companies exploring email as part ot their
SEIVICE 0TTering.
S0lution meets critical requirements for cost, perrormance and management.

miuse

INNOVATIVE FEATURES

Enhanced security and privacy with Stellar perrormance tailored ror easy integration with email $ervice providers systems.

MAIN APPLIGATIONS

Ubigquitous In every company’s lite, European [T providers nave an option to Include email Security and privacy In their service portrolios.

Co-funded by:

. | o " :
j ® 8 W LA - - T
c V t c e t fe Management
] icel
b S
POLO DE COMPETITIVIDADE DAS TECNOLOGIAS 0T F R EXCELLENCE
DE INFORMACAD, COMUNICACAD E ELECTROMICA




